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KuBepvo-emiBéoeic &
Distributed Denial of Service (DDoS) Attacks
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Use-case: Avixveuvon KuBepvo-emiBéoswv (Cyberattacks) oto Internet
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Use-case: Avixveuvon KuBepvo-emiBéoswv (Cyberattacks) oto Internet
EniBeon DDoS os Napoyxo Ynnpeowwv DNS Dyn (21/10/2016)

* MéeyeBoc kivnong: 1.2 Tbps
* [nyn tn¢ eniBeonc 100.000 napaflacpevec ouokevecg Internet of Things
e Aduvapia npooBaonc peyalou aplOpol xpnoTwY OE ONUAVTLKEC UTINPECLEC

enxelpnoswv: Amazon, CNN, Twitter, PayPal, Visa, GitHub, Spotify, Netflix,...
https://blogs.haltdos.com/wp-content/uploads/2017/02/2015.png
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Use-case: Avixvevon KuBepvo-emiBéoswv (Cyberattacks) oto Internet

June 2023 DDoS Summary (1/3)
https://horizon.netscout.com/?atlas=summary
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Use-case: Avixvevon KuBepvo-emiBéoswv (Cyberattacks) oto Internet

June 2023 DDoS Summary (2/3)
https://horizon.netscout.com/?atlas=summary
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Use-case: Avixveuvon KuBepvo-emiBéoswv (Cyberattacks) oto Internet

June 2023 DDoS Summary (3/3)
https://horizon.netscout.com/?atlas=summary
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Avixveuon (ldentification) & Avtipetwmnion (Mitigation) KuBepvo-emiOéoswv

Mnxaviopoi Avixvevon¢ EmiBéoswv pe Eudpueic AAyopiBuoug

* Aviyveuon p€ow monitoring = gevtomopog Eadvikwv aAlaywv kivnonc (outlier detection)

* Xpnon epyadeiwv Texvntng Nonuoouvng (Artificial Intelligence - Al)

* 'E€umvol adyoplBuol Mnxaviknc Mabnonc (Machine Learning - ML) pe Stapopdwaon Ko
TIAPOUETPOUC pUBULLOUEVEG BAoN TNC EUMELpilaC MpOohaTwY ETOECEWV (EKTEVH apXELa
nadnoncg — learning datasets)

e AvaAuon akpifelac mpoPAEPewv cvotnpatwy ML, Suvatotnta YEVIKEUONC
(generalization) mépav tou delypatoc pabnong (learning sample) ywa véeg eTBEOELC
ektipnon pe xprion Stadopetikwy SEYUATIKWY OTOXELWV (test sample elements)

e AwBeopotnta aflomotwy apxeiwv ano enbeoclg, {ntrpnata Wlwtkotntac (privacy)
MPOCWTIKWV/ETALPIKWY SESOUEVWV =2 PPEVO OTNV CUVEPYATLKI EPEVVA — KALVOTOULA (;;;)

* Epunvela emhoywv (eXplainable Al — XAl) ywa xpriotec/Slaxelploteg &
eAEVKTIKEC/pUBULOTIKEC apXEC (vEo medilo €peuvac)
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Avixveuon (ldentification) & Avtipetwmnion (Mitigation) KuBepvo-emiOéoswv
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* Epunvela emhoywv (eXplainable Al — XAl) ywa xpriotec/Slaxelploteg &
eAEVKTIKEC/pUBULOTIKEC apXEC (vEo medilo €peuvac)

Mnxaviopoi Avtipetwrniiong Em@soswv

* Alapopdwon piktpwv (firewalls) umhokapiopatog kakdBouAng kivnong (Baon UTtomTwyY
POWV TIOKETWV — flows 1] UToMTWV uTtoypadwV O€ TTAKETA — packet signatures r} UTIOTTTWV
SdlevBuvoewv nMNyne...)

e ZntApata akpifelag, taxvtntog mapEpBaonc, KALLAKWONG, VILLETWTIILONG spoofed
addresses, GUVEPYATIKWV TTAPEUBACEWY UE upstream transient networks...

« Xpnon ypnyopwv ¢iAtpwv oto data plane (mpoypappatilopeveg XDP kapteg Sktuou,
deep programmable petaywyeic oe y\wooa P4...)
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Texvntn Nonpoouvn & Mnxavikn Madnon
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Elcaywywka rept Mnxavikic Madnoncg (1/5)

AlaoxoAlkd Metamtuylako Mpoypappa 2rovdwv E.M.M.
Ermwotiun Aedopévwv — Mnxaviki Maonon, Data Science — Machine Learning
https://dsml.ece.ntua.gr/

Opwopol

Texvnt) Nonpoouvn (Artificial Intelligence - Al):

Artificial intelligence leverages computers and machines to mimic the problem-solving and
decision-making capabilities of the human mind (IBM:
https://www.ibm.com/topics/artificial-intelligence)

Mnxaviki Maenon (Machine Learning - ML):

Machine learning is a branch of artificial intelligence (Al) and computer science which
focuses on the use of data and algorithms to imitate the way that humans learn, gradually
improving its accuracy (IBM: https://www.ibm.com/topics/machine-learning)
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Elcaywywa repi Mnxavikiic Maénonc (2/5)

Aoyol avantvénc Mnxoviknc Mabnong

* H katakAuopLloio avATTuén UTTOAOYLOTIKWY UTIOSOMWYV amoBnKeuonc Kat emesepyaciog
SedOUEVWY, ETILTPETIEL CAUEPA TNV UAOTIOLNGON AAYOopiBUWY OTATIOTIKAG avaAuonc Ko
OTOXAOTIKAC BeATioTOMOLNONG e BAoNn LOTOPLKA oToLxeia Selypatog pabnong

* H aApatwdng cuoowpeuon TEPACTIOU OyKou TtoAudLaotatwy dedouévwy (big data) pe
TIOAAQ XOLPOKTNPLOTIKA, OTTALTEL TNV avAartuén evduwv adyopiOuwv e€opueng
EKTILACEWV, TPOPALEPEWV KoL Taglvopnong veosupavi{OPeEVWY OELYUATIKWY OTOLXELWVY

* H katavonon pebodwv nabnong o BloAoyikd cuothpata odnyet oe alyopibuoug
TEXVNTNC VONUOOUVNG VLo CUITANpwon Kat eAeyxopevn poPAedn (r/kat dSnuouvpyia)
SELYUATIKWY OTOLXELWV, CUPTIEPIAAUBOAVOUEVWY OKOAOUBLWV KOl XPOVOCELPWV
(otoxaotikwv dtadikaolwy, stochastic processes) pe Baon napeUpePr) OTATLOTIKA
XOPOAKTNPLOTLKA armoBnKevpEvou delypatoc pabnong
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Elcaywywa nepi Mnxavikiic Madnaonc (3/5)

Oplopoi ZuvoAwv Asdopévwy (Datasets)
https://en.wikipedia.org/wiki/Training, validation, and test sets
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Training Dataset (umAs onueia padnong)

*  AEMTOUEPNC KOLLLTTUAN EKTLUNONG UE e AnokAlon amno KoLTtUAN MSE=15
arnokAlon MSE=4 (a6 4) OVERFITTING

* AN nmpaovn KUUUAN LE armoOkALon e AmnokAlon amno npacivn KopmuAn MSE=13
MSE=9 (a6 9)

Test Dataset (urtAe onueia yevikevonc)
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Elcaywywka rtepi Mnxavikiic Madnonc (4/5)
Movtéla Mnxavikng Madnong

Awakptikd Movtéla (Discriminative Models):
MéBodol taéwvopnong (classification) i ektipnong (maAvdpounon, regression) S€LyLATIKWY
otoweiwv (data elements) puéow umo ouvBnkn mBavotntag (conditional density) e€66ou
(label) Baoel xapaKktnpLloTkwy (features) Tou, OTIWCE AUTEC TIPOCEYYLOTNKAV OE OTOLXELQ
deilypatoc pabnong (training sample) ywa yevikevuon oe test datasets (generalization)

Evéewktikég Edappoyec:

o Taéwvounon Selyuatikwy otolyelwv UE BACNH CUVAPTNON XOPAKTNPLOTIKWY TOUG

*  Avayvwplon mpotunwy PE BAon KUPLA XOPAKTNPLOTIKA TOUC (pattern recognition)

* Extipunon eéodou cupPBatn pe dtaBeoipa (evyn elcodou - otoxou (regression)

Napaywyikd Movtéla (Generative Models):
MéBodoL ekTiunong TPOTWV apaywync (generation) SEyUATIKWY OTOLXELWV, OTATLOTIKA
oupBatwyv pe WLotnteg tou delypatoc pabnoncg (training sample) peow cuvOULACUEVWV
niBavotNTwv (joint probabilities) e€6dou (output) kol xapaktnplotikwy (features) elcodovu,
OTWC UTtoAoylotnKkav ota otolyeia tou deiypatog pabnong (training ample elements)
Evéewktikég Edappoyec:
*  Anutoupyla TPOCOUOLWUEVWY OTOLYE(WV: KELUEVWV (CUMBATWY UE QIO EKTA HLOVTEAL
Natural Language processing - NLP), elkovwv, KlvoUpevVwy oxebiwv, LOeaTwyV TOTILWV...
e EumAoutiouog Mnyxavwv Avalntnong (Google, MS Bing + OpenAl Chat Generative Pre-
trained Transformer - ChatGPT)
*  Emkpatnon aAnBo@oavwyv eVOAAXKTIKWY EKTIUNCEWY OE OUVEPYELA LLE EPYAAEL
Bewpliag mawyviwv (Generative Adversarial Networks — GAN)
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Ewcaywywka rtept Mnxavikng Madnong (5/5)
Frevikég Katnyopieg Zuotnpudatwv Mnxoviknc Madnong
» EmpBAenopevn Mabnon pe Ekmadeuth - Supervised Learning
* Xpnon 6edopEvwv pHaBnong Pe CUVNUUEVEG ETILBLUNTEC amoKkpiloelg e€odou (labeled
training sample points) mou ekmatbevouv o€ Pwtn pacn To cuoTno MNXOVLIKNAG
MaBnong peow e€wtepkol ekmadeutn yla avalntnon anokpong (taétvopunon,
npoPAedn) o emopevn paon yevikevong pe véa dedopéva elocodou
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Ewcaywywka rtept Mnxavikng Madnong (5/5)
Frevikég Katnyopieg Zuotnpudatwv Mnxoviknc Madnong
» EmpBAenopevn Mabnon pe Ekmadeuth - Supervised Learning

* Xpnon 6edopEvwv pHaBnong Pe CUVNUUEVEG ETILBLUNTEC amoKkpiloelg e€odou (labeled
training sample points) mou ekmatbevouv o€ Pwtn pacn To cuoTno MNXOVLIKNAG
MaBnong peow e€wtepkol ekmadeutn yla avalntnon anokpong (taétvopunon,
npoPAedn) o emopevn paon yevikevong pe véa dedopéva elocodou

» MaOnon ywpic Ekmaideutn

*  Mn EruBAenopevn Mabnon - Unsupervised Learning 6mou to cuotnua
auTtopuBuileTal avakaAUTITOVTOC AtO LOVO TOU eVOLODEPOUOEC OTATIOTLKEC SOUEC
(stochastic features, patterns) oe peyaAo OYKO pN XOPAKTNPLOUEVWY SESOUEVWV
(unlabeled datasets) wote va POKUTITOUV HOVTEAQ, HEBO0SOL emetepyaaiag,
amoBrikevong Ko Talvopnonc, m.X. o€ opnadec (clusters)

* Evioxutikil Mabnon - Reinforcement Learning omou to cUotnua avtidpd o€ orjpata
emuBpaPevonc/anobappuvong LEow agents amo to mepLBarAov eloodou, PO To
omolo KOolvoTtoLeL EVEPYELEC ToU (actions) Ttou emnpedlouv TNV eEEALEN TNC
KOTAOTAONC TOU TEPLBAAAOVTOC yLa TNV ETUTEVEN MOKPOTIPOOEGOU OTOYXOU
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Ewcaywywka rtept Mnxavikng Madnong (5/5)
Frevikég Katnyopieg Zuotnpudatwv Mnxoviknc Madnong
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» MaOnon ywpic Ekmaideutn

*  Mn EruBAenopevn Mabnon - Unsupervised Learning 6mou to cuotnua
auTtopuBuileTal avakaAUTITOVTOC AtO LOVO TOU eVOLODEPOUOEC OTATIOTLKEC SOUEC
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H ermuBAenopevn pabnon npoodEpel amodoon, aglomiotia kol TaxuTnTa yLo
npoPARpata ov adopouv oe anoPpAcelg XeEPLopol dedopévwy petd amo dtadkaoia
naBnonc aAla anattel labeled learning data sets mou dev gival eUkoAa StaBEoiua
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» Opoonovdén Mabnon - Federated Learning
*  JUVEPYATLKN HAONON HE KOWO HOVTEAD =2 «UECO OPO» LOVTEAWV TIOU MPOTEIVOUV oL
OUUUETEXOVTEC 0 multi-domain opoomovdia BAceL TOTUKWY SESO0UEVWV PAONnong
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Fevikd Movtélo EruBAsnopevne Madnonc - Supervised Learning

Baolopévo oto Andrew Ng, “CS229 Lecture Notes”, Stanford University, Fall 2018
* 2TOXOC TOU OUOTNHOTOC £lvalL N avtlotoixnon evog SelyHaTikoU
otolwxeiou eloodovu (input sample point, example, instance) X =
[x1 %5 ... %, ] T O€ TLHEG E€660UL Y TTOU EKTLHOVV EMUOUUNTEC TUUES
d (labels, targets) m.x. mpoBAePn N talvopunon. Ta otolxeia
X; ElvaL oplOUNTIKEG TLUEG TTOU KWOLKOTIOLOUV M €LbomoLd
XopaKktnpLlotka (features) Tou delypatikol otolxeiov X

Znteitol o mpoodLopLooC TG ouvaptnong eLcodou - e€6dou
y = h(X) = d nou npokumteL ano delypa pabnong (Training )
Set) N labeled leuywv {x(n),d(n)}, n = 1,2, ..., N yvwotwv o€ Tramning |{x(n),d(n)}

eEWTEPLKO ekmalbevTn (supervisor) set
* H popdn kat ot mapapetpot tne h(:) npoodlopilovrtal pe ‘ g
aAyopLOOo pABnong mou CUYKALVEL OE TTPOCEYYLON TOU GTOXOU . .
NG unoBeonc yia ta. N otolxeia tou delypotog pabnong L earning
d(n) = y(n) = h(x(n)) algorithm
* AV 0 OTOXOC LKOLVOTIOLELTOL UE ULKPO OPLOUO SLOKPLTWYV ETIIAOYWV -
(kAdogwv) TG y mpokeLtal ya mpoPAnua Tagvounong, Input: x Output: y = h(x)

Classification (yio 500 kKAaoegLlg Exoupe duadikn tavounaon) ;ﬁh( )

* Av n €£060G y AapuBAavel GUVEXELG TLUEG, TO TPORBANUQ
avadépetat oav NaAwvdpounon, Regression
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Limitations in Collaborative Detection/Mitigation

= Collaborative Detection

- Hindered by data privacy legislations, e.g. GDPR
- Slow-paced human-driven procedures for inter-domain collaboration

= Collaborative Mitigation
- Limited filtering capabilities of legacy firewall solutions
- Blackholing
— IP-based Filtering Rules
— Flow-based rules (BGP FlowSpec)

Legacy firewalls are typically less effective than signature-based
rules that combine data packet fields of multiple protocol layers



Introduction

Collaborative DDoS protection for interconnected cyber infrastructures

Key Contributions:

= Collaborative DDoS Detection via Federated Learning

Collaborators converge on federated Machine Learning (ML)
models without sharing any private domain-specific data

= DDoS Mitigation via cloud-native and scalable programmable
firewalls based on the XDP data plane framework

Matching and blocking arbitrary packet field combinations (signatures)
based on programmable data plane firewalls
" Cross-domain propagation of DDoS filtering requests

BGP URI signaling to disseminate application filtering rules across
multi-domain environments



Background: Federated Learning

Iterative Process:

MLP  Federated = Collaborating parties train ML
v. Model models, e.g. supervised learning
e 3/ (M) Dounload Multi-layer Perceptrons (MLP’s)
Federats pounion F:dped;tteed\vfeigmg ®= Model weights are exported to a
P e Hlote Third-Trusted Party (TTP)

Weights

MLz SEACAS() llab del
pcAS(]) eee ¢AS(k) ® TTP aggregates collaborator models
% into a Federated Model (FM)
|

FM is conveyed to participants for

validation
Cross-silo (multi-domain) FL: Cross-device FL: Introduced by
Participants are: Google (2016)
- Moderate in number, e.g. Participants are:

data centers
- Highly available
- Fault tolerant

- Large in number, e.g. smartphones
- Possibly unreliable/untrusted




High-Level Description

Distributed Privacy-
Aware ML via Cross-silo
Federated Learning (FL) DDoS Protection Framework

DDoS DDoS |
Detection|= = Mitigation
A A

" Trusted collaboration

s ',,

of knowledgeable, X
. Collaboration Manager
independently -
man aged pa rt ICI pa nts u’{t c_«‘»l‘lalml;l&ing AS
(Autonomous --.\‘.; %\Eﬁf;;:ik;l;it{lg‘l)lllil e
Systems — AS’S, — ]I:::;II;:?%I‘;L‘E\“ILIIOI'Jlrlﬂ:ltl "

ey Redirected Trattic
Datacenters)

= Participants do not
share sensitive
datasets for training [Collaboration Manager

DDoS Protection Frameork

= Participants adopt a
common ML model



DDoS Detection App (1/2)

= Retrieves packet-based data from external monitoring mechanisms

= Aggregates data based on preselected packet fields and specific
time-windows to form packet signatures per victim (sub)network

= |dentifies malicious signatures using machine learning models

Federated Learning for malicious signature detection:
" Privacy-awareness: No benign/attack data are exchanged
= Bandwidth conservation: Model weights exchanged instead of data

Prerequisites for collaboration:

= Agreement on common machine learning model architectures
and training methods (e.g. features, number of neurons, ...)

" Coordination by a third-trusted party, e.g. a major Internet
Exchange (IX)



DDoS Detection App (2/2)

Selection of common local model: Multi-Layer Perceptrons
(MLP’s) for binary classification

MLP’s are trained in multiple local epochs and FL rounds
- Local epochs: One training iteration over a collaborator’s data

- FL rounds: total aggregations of local weights

Federated Averaging for weight aggregation: :::::is of
Weighted mean of collaborator weights / participant i

k k
Training termination: WpEN = Z —ur'i where N = N,
Once the (weighted) =1 = l
average classification l l
accuracy reaches an FM weights  Total training  Weights of

acceptable level examples local model i



Background: The eXpress Data Path (XDP) Framework

= Establishes a programmable data path in the Linux Kernel

= XDP Hook:
- Ingress traffic detained & processed before any memory allocation
- Delivers packets to an extended Berkeley Packet Filter (eBPF) Program

= eBPF Verifier: Ensures that XDP will not compromise kernel safety:
- No unbounded loops present
- Maximum eBPF program size limited
- No data are read out of bounds

" eBPF Maps: Data structures used for communication among
user space and eBPF programs

Note: No requirements for specific hardware, e.g. P4 switches




DDoS Mitigation App (1/2)

Receives filtering requests for ongoing attacks and raises
appropriate mitigation countermeasures
User Space: Filtering rule installation

XDP-based firewalls
\ Data Plane: Packet filtering

Filtering rules: Arbitrary packet field combinations (signatures)
Signatures are stored in eBPF maps (flexibility on signature number)
CRUD operations supported without downtime

Conformance to the NFV paradigm (scalable by adding virtual

processor instances) =2 may be offered as a service in cloud
infrastructures



DDoS Mitigation App (2/2)

Signatures are converted to Firewall Instances (Fl’s) via
appropriate Jinja templates

Firewall Instances (FI’s): Instantiations of filtering rules that:
* Parse packet fields to derive signatures
 Match and drop malicious packets based on if-then-else conditions
* Are indexed by unique File Descriptors (FD’s)

User Space

Appropriate types of eBPF it Trame | [ Frewall | [ Firewall |
Inst: | Inst
maps (LPM TRIE, BPF Requests || Redirection || “ypaioq | | Generation
PROG ARRAY) are used to
“route” ingress packets to LECIRIE,  EEUEKCGARRAY N7
the appropriate Firewall DST e P | ¥ | Firewall
Instance
Instance ba§ed on the T111] 1 — Qo
packet destination IP 2 I
3333 3 3 66
\* i GCASG)

Data Plane




Collaboration Manager (CM)

Based on extensions of multi-domain environment legacy tools,
i.e. BGP signaling

Handles filtering requests for/from collaborators

CM’s involve a BGP speaker supporting the Content-URI address family
- Advertisement of specialized BGP Updates with URI’s to requested

application-specific filtering rules (payload signatures,
e.g. type ANY DNS requests)

Coordinates the cross-silo FL training process among collaborators
without exchanging sensitive data

A message broker (RabbitMQ) that:

= Authenticates collaborators
" Enables inter-collaborator agreements (e.g. FL training termination)
= Retrieves local weights and reliably delivers them to the FM




Experimental Evaluation

= Comparison of signature classification accuracy for:

- Individual detection models of participants (no collaboration)
- Our proposed privacy-aware Federated Learning detection model

= Evaluation of packet processing performance for our data plane
programmable firewalls, considering multiple victims/attacks

Based on emulation of attack scenarios performed
within our laboratory testbed Virtual Machines (VM’s)




Use Case: DNS Amplification Attacks

Target: Assessing the benefits of Federated Learning for collaborative
DDoS protection, hence consider a single attack vector

Recursive

DNS Servers

Victim
Server

One of the most common

and devastating DDoS

attack vectors g
Amplified DNS

Responses

Packet Fields (Features)
Selected features were ip.length  dns.flags.checkdisable dns.count.answers
udp.length  dns.flags.authoritative dns.count.auth_rr

based on previous work dns.qry.name  dns.flags.truncated  dns.count.add_rr
dns.gry.type  dns.flags.recdesired  dns.flags.recavail

- dns.flags.authenticated -

= Other attack vectors (e.g. TCP SYN attacks) could be considered by
appropriately selecting machine learning model packet features



https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=9511420

Datasets — DN4 Traffic Traces

Baseline (Benign) Traffic
 10G link: WIDE-G backbone and DIX-IE Internet Exchange (Japan)
* Aggregation of packets by destination AS using public BGP data
(~40,000 BGP messages/day)
 AS’s sorted in descending order based on total received packets
 Traffic of 7 highest ranking AS’s: B, B,, ..., B,

Malicious (Attack) Traffic

= Booters dataset: Attack traffic captured by researchers studying
DDoS-for-hire services

= 7 DNS amplification attacks (~5 Gbytes) denoted as A, A,, ..., A,

A, A, A;, Ag and A, based on type ANY DNS responses, A, and A
based on type A DNS responses

Publicly available datasets




Signature Classification Accuracy (1/2)

Target: Investigate if our FL detection schema increases signature
classification accuracy compared to individual models of collaborators

= We assumed 7 collaborating AS’s, each denoted as cAS(i),i=1..7

= Each cAS(i) has access to its private traffic sets:
- The attack traffic set A,
- The benign traffic set B,

= Binary classification for traffic signatures (attack/benign)

= Local Machine Learning model training details:

- MILP’s: 13 input neurons (# features), 27 hidden neurons?

- Weight optimizer (Adam), Hyperparameter optimization (Grid Search)

- We ignored inconsequential packet fields whose values were:
(i) identical in the attack and benign traces

(ii) randomly generated packet field values, e.g. DNS ID

1. C. Siaterlis and V. Maglaris, "Detecting Incoming and Outgoing DDoS Attacks at the Edge using a Single
Set of Network Characteristics", Symposium on Computers and Communications, June 2005, pp. 469-475.



Signature Classification Accuracy (2/2)

Training Datasets

- cAS(i) model is trained on: (i) Attack traffic A, and (ii) Benign traffic B,

- Federated Model (FM): Trained via Fed. Averaging in fewer than 40
iterations of cAS(i) models

Testing Dataset: All attack and benign traffic sets A, and B,

True Positive Rate (TPR): '"""° i
Percentage of attack 0% cAS(2)
packets correctly classified f::“‘l:
as malicious 60% - B cAS(5)
True Negative Rate (TNR): 49, g :ii::()
Percentage of benign packets % # FM

correctly classified as benign ~ 20%
TPR TNR

Our FL scheme (red bar) enables all collaborating

parties (grayscale bars) to identify benign and attack

packets that as individuals might misclassify them




Mitigation Performance (1/2)

Target: Assess packet filtering performance of our programmable
firewalls considering CPU scalability capabilities and the number of
supported Firewall Instances (FI’s)

Scenario:
" Concurrent DNS amplification attacks ranging from 10 to 1000
= Attacks target different collaborators, i.e. dst IP’s (unique Fl per IP)
= Total attack throughput: 10 million packets per second
- Attacker VM: High-speed packet generation (PF_RING ZC)

- Mitigation VM: XDP-enabled Netronome SmartNICs

Evaluation of our programmable firewall scalability in terms of:
®" The number of deployed FlI’s implemented as a VNF within a VM
" The number of available vCPU cores (1, 2 or 3)




Mitigation Performance (2/2)

Packet Dropping Performance

o)

£ 100%

= 80%

& i k*

4 60% —1 CPU
é 40% E  ——————  ===? CPUs
z 20% S
_‘E Onfb 3 CPUs
& 0 100 200 300 400 500 600 700 800 2900

Firewall Instances (Fls)

" Processing performance scales almost linearly with the core number
" |ncreasing Fl number decreases firewall processing rate

® Qur approach can handle successfully up to 1000 concurrent attacks
targeting an equal number of collaborators



Conclusions & Future Work

"= Qur FL model enabled collaborators to classify benign/attack
packets with increased accuracy compared to individual models

= During massive attacks our schema enabled victims to raise
filtering requests on collaborating domains to promptly block them

" Qur programmable firewall successfully mitigated high-rate
attacks, proving scalable for evolving cyber infrastructures

Future Work:

* Detection of multiple attack vectors using Multi-Task Learning
 Explore federated tree-based algorithms instead of MLP’s

* Trust-based schemes to improve FL performance and security

e Compare XDP-based mitigation mechanism with other data plane
programmability techniques, e.g. P4 and DPDK

* Distribute operation of single point of failure components by using
distributed ledger technologies, e.g. Blockchain




Npoodatec IxeTkEC Anpootevoelc Epeuvnuikic Opadag
NetMan @ netmode.ece.ntua.gr
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